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Communications System Command and Control

MERVIN L. NORTON, seNIOR MEMBER, INEE

Abstract—Communications system command and control is
essential 10 effective management of a dynamic communications
system, An evolutionary concept is described, which has been
proven in practice, of a method of controlling a dynamic communi-
cations system, of some of the equipments developed for thia
purpose, and of the major advantages of reporting and displaying
system and equipment quality-comtrol information on an auto-
mated near-real-time basis.

InrrRODUCTION

OMMAND and control is the arrangement of person-
nel, facilitics, and the means for information aequisi-
tion, processing, and dissemination employed by a com-
mander in planning, directing, and eontrolling operations
[1]. During the past several years there have becen a
large number of military command and control systems
installed throughout the world. These systoms range from
the very simple, which consist primarily of a few personnel
with telephones, to the more complex system that includes
automatic data acquisition and transmission to a central
computer facility where the data is correlated, stored, and
displayed to key personnel. A major military commandor
has said that [2] command and control consists of four
services that must be rendered: the gathering, trans-
waission, processing, and display of data. He further statod
that to be truly operational, the electronioc equipment of
command and control systems must be connected together
through reliable communications of enduring quality, as
absence of communications means no command or control.
Communiosation system command and eontrol is essen-
tial to provide for reliable communications of enduring
quality to insure the effective command and oontrol of
our military forces. For tho purpose of this paper, C8C?
i defined as *“the arrangement of personnel, facilities, and
the mcans for information acquisition, processing, and
dissemination employed by a communications system
commander in planning, directing, and controlling the
communioations system.” CSC? includes not only the nor-
mal command functions inherent in any military command
but also the technical control of communication operating
personnel, communicsation facilities, and complete com-
munication systems.

BaAcxeROUND

During the late 1950s and early 1960s the military
departments installed several independent wide-band com-
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munication systems iu many different geographical areas.
Many of these systems were procured under different
programs by different military departments; they did not
have the capability of system control and operated more
on a station-to-station basis. The technical control of some
of thesa systems was accomplished from one of the stations
by the station technical-control personnel performing the
additional duty. Command was usually accomplished
through the normal military chain of command rather
than through station technical-control personnel (Fig. 1).
In a few cases tho communication system was controlled
by an external group of technical controllers, located out-
side of the communication system facilities. Those techni-
oal controllers received reports and exercised CSC? through
voice und Teletype order wires to key system nodal points
(Fig. 2).

In 1965 the Department of Defense approved the instal-
lation of the Integrated Communication System in South-
east Asia (ICS SEA) [formally known as the Iutegrated
Wide-Band Communication System (IWCS)]. The ICS
SEA was to integrate and expand the previously installed
communication facilities into a modern multimillion-dollar
fixed communications. network with the eapacity, flexi-
bility, and necessary control complex io support the dy-
namie communications requirements in that combat area.

Because of its intended role in Southeast Asia, the
ICS SEA required a-new look at system technical control
and the broader requirement of CSC*. A review of the
problems associsted with many military communication
systems indicated that the key elements to effective C8¢
were the rapid oollection, transmission, procossing, and
display of factual information on the equipment sad sys-
tem quality, together with a means of giving the neceesary
direction to elementa of the communication system. In the
past, one of the main problems with the control of com-
munication systems has been the limited ability to dotect
equipment and propagation degradation that reduces sys-
tem quality. Another problem is the human tendency to
never admit that you have & problem at your own station.
How many times have communicators heard the expres-
sions: “everything fine at my end;” “no trouble my end,
must bo at yours;” “no trouble my end, log it out to
propagation;” or the catehall “no trouble found.”

The CSC* complex conceived for the ICS SEA was a
CSC? center that would be a facility separate from any
of the communication stations (Fig. 2). The centar would
sutomatically receive, on a near-real-time basis, system
and equipment quality and fault informstion and would
display this information on console and wall-type displays.
The center would also have voice and digital order wires
to all stations for the network.
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Fig. 1. . Bystem technical control exercised by station
tochnical-control personnel ss an sdditiona duty.

Fig. 2, CSC* exercised by group of technical controllers not
Associsted with any specific station in system. (Solid line—
communication links, dashed line—order wires.)

Each site was to have audible and visual alarms on all
major equipments. In addition, a link quality-monitoring
system was considered, which would monitor radio fre-
quency (RF) signal level, signal-to-noise ratio in a voice
channel, digital error rate, and test-tone stability. The
output of the major equipment alarms and the link qual-
ity-monitoring system alarms were considered ss essential
to the system technieal control and, therefore, would be
telemetered to the CSC? center and displayed on the
automated wall display. A separate, subbaseband system-
control multiplex was determined as necessary to trans-
mit alarm information and provide orderwiro facilities.
Three separate types of order-wires were planned. The
normally provided baseband noncarrier-derived telephone
order wire was considered useful only for point-to-point
communijcations between adjacent stations. Additionally,
both telephone and Teletype express order wires inter-
connecting the CSC! center and key stations were eon-
sidered as mandatory for effective system control.

9

This new conoept of CBC* was expected to accomplish
the following:

establish effective communication system control;
automate the detection of equipment and system degra-
dation and failures;

alert station and system-control personnel of equipment
and propagation problems;

improve the aceuraey of quality-control information;
increase the speed of transmission of quality-control
information to system-control personnsl;

eliminate, for the first time, “no trouble at my end.”

CoNTRACTS AWARDED

In September, 1965, the U. 8. Army awarded a con-
tract to Page Communications Engineers, Ino., to engi-
neer, furnish, install, and operate the ICS SEA in the
Republio of Vietnam. Additionally, this contract required
the establishment of two major ICS SEA CSC* centers.
One of these was to be located in Vietnam for control
of the ICS SEA in Vietnam, and one was to be located in
Thailand for control of the IC8 SEA in Thailand. These
two CSC? aontors were to be identical. Each wes to oontrol
a portion of the ICS SEA, so that oach becams a redun-
dant facility for the other.

ICS S8EA TucaN1CAI-CONTROL REQUIREMENTS

In order to implement the new concepts of CS8C? in the
ICS SEA, the following system technical-control require-
ments were adopted:

rapid communioations between the CSC* center and the
techrical-oontiol facility at each site of the network;

sutomatcd method of monitoring, recording, and dis-
playing wide-band radio communication network effective-
ness; for example, baseband loading, received carrier in-
tensity and channel noise, test-tone-level stability, and
digital error rate;

explicit information displays;

reliable operation to avoid false information displays;

audible and visual warning with every change of state
requiring attention;

fully automatic operation, to allow technically unskilled
people to obtain information on status of the network.

The ICS SEA technical-oontrol requirements resulted
in the development of several separate but interrelated
subeystemsa required to fulfill the new conocept of CSC*.
The following subsystems were designed and implemented
and are now operational in Southeast Asia:

CSC* centers

fault-alarm display subsystem

projected visual information display subsystem
cirouit-status display subsystem

voice-digital order-wire subsystom

supervisory multiplex subsystem

equipment-failure alarm subsystem

link performance- and quality-monitoring subsystem
fault-alarm transmission subsystem.
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Fig. 8. TFloor plan of CSC* center.

Fig. 4. CSC* center.
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The CSC* centers are installed in separate buildings in
the immediate vicinity of a major IC8 SBEA nodal point,
one in Vietnam and one in Thailand. A diagram and
photograph of one of these centers arc shown in Figs. 3
and 4, respectively.

Favrr-Arary Disrray SussysTEM

During the design of the fault-alarm displays it was
realized that in order to provide visual indications of the
status of up t0 144 alarms (16 alarms from up to 9 paths)
from each site would require a wall display of unrealistic
gize. To overcome this problem, the wall display was de-
signed to display a synopsis of the 144 alarm conditions,
aud a console display was designed to provide the details
zf the 144 alarm conditions on a site-by-site selection

asis.

There are three panels in the wall-type display. Two
panels detail sites in South Vietnam, and the third panel
details sites in Thailand. The fronts of these panels are
formed from edge-lighted clear plastic.

Mounted on an interior panel and visible through the
clear-plastic front-panel map sections are clusters of col-
ored lights, each representing & communication site and
its radio paths, positioned in their respective geographical
Jocations when observed through the map panels. When
actuated by signals from the alarm system, the light
clusters provide a synopsis of the status of the site they
represent,

Two types of indieators are used in each alarm cluster
to define the fault condition. The primary alarm is repre-
sented by an indicator of 4 lamps, located approxi-
mately at the geographical loeation of the site. In addition,
there aro up to 9 additional alarm lamps which represent
the path on which the alarm condition exists. These path
indicators are positioned around the primary alarm in &
position corresponding to the path they represent (Fig. 5).

On the fault-alarm console there are three detail dis-
plays, consisting of & matrix of 144 lamps which are
arranged in 9 rows of 16 each. Two displays are for
Vietnsm and one is for Thailand. Each of the 9 rows
represents one of the 9 possible radio paths from any site.
These are identified at each site as paths 1--9. There are
16 possible alarms available from each path (Fig. 6). The
detail display will display the details of the 144 alarm
conditions of any site by depressing the pushbutton
located on the console that is associated with the site in
question.
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The displays work in the following manner. Consider
& [ailure of path 2 (PA 2 in Fig. 8) at site 21 on the path
to site 42. The yellow change-of-state lamp flashes, and
an audible alarm is sounded. The red major-alarm lamp
is illuminated, indicating a major alarm. The system tech-
nical controiler on duty, seeing that site 21 has a change
of state and u major-alarm indication, depresses the site-21
key associated with the detail display and activates the
detail display. This action extinguishes the yellow change-
of-state lamp and the sudible alarm, but the red major
alarm stays illuminated as long as the condition exists.
The detail display lamp on row 2 under path 2 is illumi-
nated, indicating that path 2 at site 21 on the path to
site 42 has failed.

ProJECTED VisvaL INFORMATION
DisrrLay SysTEM

The projected visual information display system pro-
vides facilities for rear projecting of 35-mm slides and
forwurd projection of 8- by 10-inch transparencies on
three separate viewing screens. The display panel is made
up of three projection screens mounted in & eabinet meas-
uring 12 feet high, 12 feet wide, and 2 feet deep. Two
rear projection screcns, measuring 53 feet aquure and
situated side-by-side on the display panel, are used to
display 35-mm slides from two identical 96-slide-capacity
random-aceess projectors mounted behind the sereens on
an adjustable stand. The two rear 35-mm projoctors usod
with the display panel are controlled from the console-
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Fig. 6. Detail fault-ularm display.
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TABLE T
Spectrum el
(kHy) Number Allocstion
48 1 jor technical-control order
m?m,‘ (interconnects Mm to
812 2 noh alare reporine
o
12-14 3 band e
16-20 4 alarm-consolidation channel
20-24 [ south-alarm reporting
24-28 6 igon area express order wire
32-36 7 ta ares exprem order wire
3440 8 Southeast urea express order wire
4044 9 uth Central area express order wire
44-43 10 Nc::"l.h Central area oxpress order
re
48-52 11 North area expross order wire
52-56 12 not assigned

operating controls positioned directly in front of the dis-
play panel.

Circurt-STATUS D18PLAY SYSTEM -

The circuit-status display system provides visual indi-
cations of the current status of up to 1000 selected high-
priority circuits. The system consists of two units, a
circuit-status display panel, and a circuit-status display
console.

The display panel containg 3000 visual indicators in a
120- by 125-lamp assembly. The matrix assembly is hori-
sontally subdivided in three-lamp groups, each represcnt-
ing a single circuit. Each circuit is identified by a card
mounted below its three-lamp group. The lamps in a group
are color coded to provide the following information:

channel out of service red
channel alternate routed green
cireuit out of service by terminal

group equipment failure yellow.

An illuminated legend panel bearing the lamp indics-
tions iz mounted on top of tho display panel.

The circuit-status display console controls the display
penel by means of an X-Y selector for a 40- by 25-element
matrix, whosc elements havc a one-to-one oorrespondence
with the three-lamp elements on the display pane! and
are identified by the same reference designations. Any
display panel element can be addressed by placing the
intersection of the row-select and column-select cursors
over the desired array element. Once the particular display
element is addreesed, its status indication on the cirouit-
status display panel can be entered by depressing the
appropriate pushbuttons on the console. Sinoe the circuit-
status display board is manually controlled, it can also
be used to display the status of important information,
such sg military units, transportablo equipments, ete.

Svrrvisory MuLTIPLEX SUBSYSTEM

A supervisory multiplex subsystem using the spectrum
below the normal trafic baseband has been provided for
systern and area express order wires and the transmission
of fault-alarm information. The 4-56 kHs spectrum is
divided into two sections, 4-28 and 32-56 kH3z, and allo-
cated to fault and order wires, as shown in Table I,
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Pig. 9. Link-performanes and quality-monitoring subsystem.
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Pig. 10. Floor plan of typical ICS station.

OrpErR WIRE SubBsYsTEMS

Each path has a noncarrier-derived local order wire for
communication with adjacent sites, The express order
wires consist of a four-wire party-line telephone system
with two-digit dial selection of sny individual or group of
telephones within the area. As indicated in Table I, there
are seven order wire networks. Oneinterconnects the CSC*
center with the major nodal points in the six major geo-
graphical areas, and the other six are order wires for each
of the six geographical areas.

There are also soven Teletype express orderwire net-
works that parallel the express telephone order wires.
These Teletype order wire networks use the same voice
channel as the telephone order wire on a speech-plus basis.
Each Teletype order wire network utilizes four-letter call-
directory codes for an individual or group of teletypo-
writers within its area.

LiNx-PERFORMANCE AND QuALITY-
MonNiToRrING SUBSYSTEM

New equipments were developed for monitoring link
performance and quality. These new equipments (Figs.
7 and 8) provide continuous monitoring of baseband load-
ing, reccived-carrier intensity, test-tone stability, idle-
channel noise, and digital error rate. In addition to con-
tinuous metering and recording of these parameters, alarms
are provided that actuate upon any signal exceeding preset
thresholds. The voice subsystem uses an allocated voice
channel of the communication aystem. A portion of this
channel is occupied by a digital test pattern signal, from
which binary error rate and test-tone stability are ob-
tained. The remainder of the channel is utilised to obtain
idle-channel-noise information. The error rate is displayed

on a five-digit electromechanical counter equipped with
a reset button. Three alarm error rates can be selected by
a rotary switch. In the event a monitored parameter de-
grades beyond u selected threshold limit, appropriate
alarm indicators light automatically to indicate that the
limit has been exceeded, and an audible alarm is heard.
Tho link-performance and quality-monitoring subsystem
is shown in Fig, 9.

FAULT-ALARM TRANBMISSION SUBSYSTEM

All fault- and quality-alarm conditions at each site are
scanned every 10 seconds. A change in state of any of
the 144 alarms is stored in temporary memory for two
successive scans before the alarm is acoeptod as valid.
This approach insures that the alarm condition i8 of &
continuing nature before it is reported to the CS8C? oenter.
Local alarms are activated at the station as soon as the
alarm condition begins and continue until corrective action
is taken. In the third scan the fault condition is trans-
mitted to the CSC® center where it is used to activate the
oconsole and wall-type displays.

The fault-alarm transmission equipment iz standard
frequency-shift-keyed (FSK) tone keyers using any one
of 24 frequencies spaced at 120-Hs intervals. One fre-
quency is assigned to each reporting station. The fault~
alarm transmission and display subsystem is, therefore,
a near-real-time system since there is almost & minute
delay in transmitting and displaying the fault information.

Fig. 10 is a floor plan of a typical ICS SEA station
showing the order wire and alarm equipment located in
racks 12, 13, and 14 on row 2 in the terminal-equipment
room. Access to the order wires is available in the tech-
nical-control room through the use of telephone and Tele-
type terminal equipmentas.






